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In an Office Action dated 01 July 2005, the Examiner objected to the specrication, Abstract, 
Title, and rejected claims 4 and 5 under 35 US.C §112, second paragraph, as being indefinite for 
failing to particularly point out and distinctly claim the subject matter which applicant regards as the 
invention. In addition, the Examiner rejected claim 4 under 35 US.C §112, second paragraph 
because of insufficient antecedent basis for the limitation "The fust owner key" in line 21. In 
addition, the Examiner rejected claims 1 - 5, 10 - 14, 16, and 17 as best understood under 35 US.C 
§l02(b) as being anticipated by Chang etaL (US Patent No. 5724,425). In addition, the Examiner 
rejected claims 6 - 9, 16, and 18 under 35 US.C §103(a) as being unpatentable over Chang etaL (US 
Patent No. 5724,425) as applied to claim 1 above, and further in view of Horstmann (US Patent 
No. 6,044,469). 

The Examiner objected to the specification, Abstract, Title, and rejected claims 4 and 5 
under 35 US.C §1 12, second paragraph, as being indefinite for failing to particularly point out and 
distinctly claim the subject matter which applicant regards as the invention. In addition, the 
Examiner rejected claim 4 under 35 US.C §U2(b) because of Insufficient antecedent basis for the 
limitation -The first owner key" in line 21. Appropriate amendments have been made to the 
specification, Title, Abstract and claim 4 to overcome the Examiner's objections and rejection of 
claims 4 and 5 under 35 US.C §112 second paragraph. 

The Examiner rejected claims 1 - 5, 10 - 14, 16, and 17 as best understood under 35 US.C 
5102(b) as being anticipated by Chang etaL (US Patent No. 5724,425). In addition, the Examiner 
rejected claims 6-9, 16, and 18 under 35 US.C §103(a) as being unpatentable over Chang etaL (US 
Patent No. 5724,425) as applied to claim 1 above, and further in view of Horstmann (US Parent 
No. 6,044,469). The Examiner noted: 

Regarding claims 1, 2, and 3: Hashing a file to produce a hash i value (Col 7 
lines 1-20) a message digest is used to describe the process of hashmg the fik 
Chang et aL stares that any known message digest algorithm such as MD2,Mp4,or 
MD5 may be used in the creation of the digest. Ihesea^nthms hash ^the file in tins 
same manner as ascribed by the applicant thus providing for a hash value ; the 
resultant. Encrypting the hash value with a key to generate a stature {Col 7 lines ; 1- 
7). Comparing ie generated signature with the original (F* 6(a, b), Col 9 lines 37- 
47) ChanVetal stares that the file is hashed (Le. message digest generated) and ^the 
signature is decrypted to provkle the original hash value. In d^ rnanner Oangeta^ 
provides for that which is claimed since these are to same thing byway of a logical 
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transitive relationship. Encoring the newly generated ^h coxn^ 
that to the provided signature is logically the same as decrypting the ongmal 
signature and comparing that to the produced hash value. 

Applicant has carefully reviewed the Examiner's rejections and the cited Chang reference. 
Applicant has amended the independent claims to distinguish Applicant's invention from the 
teachings of the cited references and provides the following remarks in support of patentability of 
the claimed invention. 

Applicant's secure data authentication apparatus provides a method for authenticating the 
source of a software file as well as the owner of the software file and the telephony switching system 
the software file is being installed on. The software file is hashed using a selected hash algorithm. 
The hash value is then encrypted with the unique owner key to calculate a source signature. The 
benefit of creating a unique owner signature to append to the installation software is to prevent 
unauthorized individuals that obtain the software file in an unscrambled form from using the 
software file without authorization. Once calculated, the source signature and/or unique owner 
signature are appended to the software file. A secure microprocessor is located within the telephony 
switching equipment and includes an encryption algorithm, a security murine, a source key, and the 
unique owner key that are used by the secure microprocessor to calculate a source signature and a 
unique owner signature for each software file or downloaded image. The secure microprocessor 
compares the calculated source and owner signatures to the source and owner signatures appended 
to the end of the software file or images. If the signatures match, installation and use is authorized. 
If the signatures do not match, the software file cannot be installed and the telephony switching 

system maybe disabled. 

The use of an owner's key that is unique to each telephony switching system, which unique 
owner's key is used to encrypt the hash value at the source and also at the secure processor at the 
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idephonyswit^ T»s Brandon is 

now clearly recited in the independent dahns.cl^ 

1 A secure data authentication appamms to authenticate » software file, 
the softL* fikl^a first dgoatore applied to the software file, for useon * 

» ling a pipwmtM oompti sinp , 

a seen* P"-^^^^,^^^^,^^. 
sofh^ file and haahtliesc^warefi^ ^ 

^^^^Joeated w&hin the secure processing device, which tot j i ff 

Applicant thetefote believe that claims 1-18 are allowable under §102(b) and §103(a) over 

the cued references fiar the reasons noted shove, 

Inviewoftheab^aneodmeire 
in condition for allowance. Applicant believes no «e* is due wim this response, However,* a ft* is 
doe, please cha^e our Deposit Account No. 50-1602, under Order No. 01 3217.01 77FTUS from 
which the uadcteigaed is authorized to draw. 

Respectfully submitted, 
PATTON BOGGS IJ-P 



Dated: 



laA/oC 



.Autaeaaas. 
;B^t Gaaiso 



Customer No. 24283 



s „ Graziano 

Registration No.: 28,300 
(303) 830-1776 
(303) 894-9239 (Fax) 
Attorney for Applicant 
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